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The worst breach I ever experienced…
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The next morning…







… what does this have to do with cybersecurity, Matt?







Even throughout hundreds of miles of backcountry hiking, 
when my life was boiled down to food, water, shelter, and 
walking in a straight line, I could not escape threat modeling, 
risk mitigation, and (most importantly) my assumptions.
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Zero Worry

Assumption

I should be concerned about zero days



You should be concerned about zero days…

… but not even close to as concerned as you probably are.





RMM Server
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RMM Server

Attacker logs in at 
https://rmm.somedomain.com

⏩



RMM Server
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RMM Server

You may have no control over stopping this part…

💥



RMM Server

But everything they do once they get in the door is 
usually predictable

⏩





Initial access is just that – initial access.

Zero days could get them in the door, but they usually fall into 
predictable patterns after that point.

Mitigate zero days, but focus on post-compromise detection.



Identity Attack Origins

Assumption

Geofencing my identity logins should prevent identity attacks



Identity Attack Origins



SomeCorp Azure Tenant

Credential Attack



SomeCorp Azure Tenant

Credential Attack Conditional Access 
Policies

Geo-fencing CAP blocks a login from 
Russia. So the day is saved! … right?



SomeCorp Azure Tenant

Credential Attack

Proxies, VPNs, and datacenter 
infrastructure make the implied 

geography of an IP address 
meaningless



Identity Attack Origins

More than 2:1 ratio of proxy/VPN/datacenter 
incidents to geographically relevant incidents





Any assumptions about where identity attacks come from is 
incomplete if it only accounts for geographical location.

Geofencing (alone) is not enough.

We have to treat each kind of VPN, proxy, and datacenter IP as 
its own “location.”



MFA Saves the Day

Assumption

Enforcing MFA on my users will prevent attacks.



ANY MFA > no MFA

No MFA is perfect!



https://some.evil.site[.]com 
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From: Microsoft IT
Subj: URGENT!!! Account Action Required

Something weird is going on with your Microsoft 
online account. Please log in here to receive 
further instructions







https://some.evil.site[.]com 

Username✅
Password ✅



https://some.evil.site[.]com 

Username✅
Password ✅



https://some.evil.site[.]com 

MFA?
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MFA?



https://some.evil.site[.]com 

MFA Code ✅



https://some.evil.site[.]com 

MFA Code ✅



https://some.evil.site[.]com 

Looks good! Here’s 
your session token:



Session token ✅



😈





Any MFA is better than no MFA. But MFA alone can’t 
always save the day.

MFA raises the technical barrier to entry.



The Scariest Assumption I’ve Heard

Assumption

My business is too small and I have nothing of value, so 
hackers won’t go after me.



$250 - $984,855
Range of financial damage resulting 
from BEC attacks, Verizon DBIR, 2021



$250 - $984,855



There is no business too small to be a target.

Hackers will steal a single dollar if that’s all they could get.



Talk to your CISOs & Engineers about your assumptions

Takeaways

● Perimeter Zero Days: 
○ “How do we fare in an assumed breach scenario?”

● Identity Attacks: 
○ “What assumptions are we making about geofencing our identity logins?”

● MFA: 
○ “Is MFA applied across all identities? What type of MFA do we use?”

● Too Small to be attacked: 
● “What assumptions do we make about the kind of threat actor that would attack our 

business?”



Connect with me on 
LinkedIn!

Matthew Kiely
matt.kiely@huntresslabs.com 

Thank you! Q/A

mailto:matt.kiely@huntresslabs.com

