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Cyber Threat Overview
Intent and Motive:
§ Leverage compromised 

infrastructure to conduct 
malicious cyber campaigns.

§ Gain access to sensitive 
customer information.

§ Compromise infrastructure to 
deny access to customers.

§ Deploy ransomware for 
financial gain.

Threat Actors Targeting 
the Sector:

§ Advanced Persistent 
Threats (APTs).

§ Nation-states.

§ Ransomware groups.

§ Hackers.

Common Tactics, Techniques, and Procedures (TTPs)
Distributed Denial of Service (DDoS)     |     Spearphishing |     Ransomware
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What is Cybersecurity Risk?
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Threat 
§ People, programs, hardware, or systems with 

intent, capability, and opportunity to exploit 
vulnerabilities.

Vulnerability
§ Weakness in the information (IT) or operational 

(OT) technology infrastructure or other aspect of 
an organization. 

Consequence
§ Effect of an event, incident, or occurrence.

Cyber Risk: Likelihood any specific threat will exploit a specific vulnerability 
that causes harm as a result of unauthorized disclosure, modification, or 
destruction/loss of information or system availability.  
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Nation-State Affiliated APT Groups
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Designator Examples of Malware

APT 41 – China • Red Apollo
• MenuPass
• Stone Panda

APT 40 – China
• MUDCARP
• Kryptonite Panda
• Gadolinium
• Leviathan

APT 28 – Russia • Pawn Storm
• Fancy Bear
• Strontium

APT 29 – Russia
• Cozy Bear
• Nobelium
• Dark Halo
• NobleBaron

APT 35 – Iran
• Charming Kitten
• Cobalt Illusion
• Phosphorous
• Newscaster
• TA453

APT 38 – North Korea • Lazarus
• Reaper
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Sector Cyber Hygiene
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Communications and IT Sector entities operating with internet-accessible products, applications, and software that 
possess vulnerabilities are actively exploited by threat actors to compromise public and private entities.

§ This analysis is derived from the CISA Cyber Hygiene (CyHy) 
Vulnerability Scanning (VS) and Web Application Scanning 
(WAS) services as of Feb 2023.
o 296 Sector entities scanned via CyHy VS

• Communications: 52
• IT: 244

o 149 Sector entities scanned via WAS
• Communications: 19
• IT: 130

CISA offers free services to enable entities to reduce their internet accessible attack surface.
Email vulnerability@cisa.dhs.gov for more information and to sign up.
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Known Exploited Vulnerabilities (KEV)
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CISA maintains authoritative source of Known Exploited Vulnerabilities (KEVs), which identifies subset of Common 
Vulnerabilities and Exposures (CVEs) that are actively used to compromise systems. Organizations should use the KEV 
catalog as an input to their vulnerability management and prioritization framework. 
For more information, visit: cisa.gov/known-exploited-vulnerabilities/

As of February 1st, 2023, there were 37 distinct entities (IT and Communications) 
running software associated with Apache, Cisco, Microsoft, MikroTik, OpenSSL, 
PHP, PrimeTek, and Serv-U, that exposed KEVs.

Includes continued exposure of CVE-2021-44228* that is associated with Log4j, 
a widespread exploitation of a critical remote code execution that has historically 
enabled threat actors to gain access, escalate privileges, and maintain a foothold 
on entity networks. CISA urges entities to remediate KEVs as soon as possible 
after identification to decrease risk of compromise.

Vendor CVE Base 
Score

Apache CVE-2017-12617 8.1 High
CVE-2020-1938 9.8 Critical
CVE-2021-40438 9.0 Critical
CVE-2021-44228* 10.0 Critical

Cisco CVE-2020-3452 7.5 High

CVE-2020-3580 6.1 Medium
Microsoft CVE-2020-1350 10.0 Critical
MikroTik CVE-2018-7445 9.8 Critical
OpenSSL CVE-2014-0160 7.5 High
PHP CVE-2012-1823 N/A

CVE-2019-11043 9.8 Critical
PrimeTek CVE-2017-1000486 9.8 Critical
Serv-U CVE-2021-35211 10.0 Critical

CVE-2021-35247 5.3 Medium

*This CVE was also seen via industry threat data reporting as being ranked with the highest observed 
detection within customer environments. These detections included malicious exploitation and non-malicious 
activities (i.e., scanning)
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Vulnerabilities of Concern
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MSP Attack Details 

Cott Systems • Ransomware attack in December 2022, affecting at least 17 county governments in 6 
states, primarily County Clerk’s offices

RackSpace
• Ransomware attack on Hosted Exchange business caused Email outages 

experienced by thousands of its customers in December 2022
• Attributed to a financially-motivated “known ransomware group”

SolarWinds
• One of the most sophisticated and large-scale cyber operations ever identified.
• An intelligence gathering effort discovered in December 2020, attributed to an actor 

that is likely Russian in origin

TSM Consulting • Impacted at least 22 Texas municipal IT systems in August 2019
• Attributed to Russian REvil hacker gang

Kaseya • Digital supply chain attack  effecting over 1,500 Kaseya customers in July 2019
• Also attributed to REvil
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TSM Consulting, Texas:  Use Case
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Examples of Public Safety Attacks
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*Open source information; Managed service provider attack

Twin Falls County, ID
August 11, 2021*

Grass Valley, NV
June 29, 2021

Sebastopol, CA
July 14, 2021

Clearfield, UT
July 11, 2021

Texarkana, TX
December 7, 2020

Clark County, OH
May 26, 2021*

Berkeley, MO
April 13, 2021

Washington DC
April 2021

New York, NY
June 2021

Clearfield, CT
July 20, 2021

Quincy, MA
February 8, 2022

Suffolk County, NY
September 8, 2022

Presque Isle, ME
April 28, 2022

Bristol County, VA
July 27, 2021

Quincy, IL
May 7, 2022

State of NJ
March 2020

Plainfield, CT
March 2022

Tulsa, OK
May 11, 2021*

Northern District of TX
March 2019 – August 2021

Ellsworth, KS
March 2019

New Bedford, MA
January 27, 2022

Waynesboro, VA
March, 2023
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§ Wireless Priority Service (WPS), Government Emergency Telecommunications Service (GETS), and 
Telecommunications Service Priority (TSP):
o Provided by CISA to ensure essential organizations/personnel have access to priority telecommunications 

and restoration services.  
o Essential organizations within all levels of government, private sector, and NGOs

CISA GETS / WPS / TSP
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§ CISA Priority Telecommunications Service Center 
determines eligibility and assigns categories: 
o Executive personnel and policy makers
o Disaster response, military command and control personnel
o Public health, public safety and law enforcement personnel
o Public services/utilities, public welfare, and critical 

infrastructure protection personnel
o Disaster recovery personnel

§ Eligibility/Enrollment 
o Contact the CISA Priority Telecommunications Service 

Center at:
o (866) 627-2255
o Email ecd@cisa.dhs.gov or visit cisa.gov/pts.
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Actions to Reduce Cyber Risk
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Minimize Vulnerable 
Service Exposure

§ Minimize network exposure to only those services 
required by business need. (CISA CPG 5.4 and 5.5)

§ Ensure security policy prohibits exposure of 
services that are inherently insecure. (CISA CPG 
2.1, 5.4, and 5.5)

§ If after careful consideration, business operations 
require exposure of sensitive services.

§ Require use of more secure alternatives

§ Follow vendor guidance to configure secure 
encryption protocols (CISA CPG 3.3)

§ For remote access, implement MFA and 
harden VPN solutions (CISA CPG 1.3)

Manage and 
Secure Assets 

§ Implement network segmentation to separate assets 
based on sensitivity and function. (CISA CPG 8.1)

§ Reduce attack surface with properly configured 
firewalls and strong encryption mechanisms. (CISA 
CPG 3.3 and 8.1)

§ Maintain comprehensive documentation of assets, 
configurations, supporting business functions and 
current version information. (CISA CPG 2.1, 2.3, and 
2.5)

§ Prohibit connection of unauthorized media and 
hardware. (CISA CPG 2.4)

§ Monitor access and security event logs. (CISA CPG 
3.1)

Implement Robust
Vulnerability Management

§ Prioritize resources towards patching assets 
which support critical business 
functions. (CISA CPG 5.1)

§ Implement policy to handle out-of-cycle 
patching for potentially critical 
vulnerabilities, such as KEVs. (CISA CPG 
5.1)

§ Develop and implement a performance 
mechanism to track adherence to 
established patch deadlines and inform 
resourcing requirements. (CISA CPG 2.3)
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CISA Services Reduce Cyber Risk
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CISA offers free cybersecurity services to IT 
and Communications entities:

§ Vulnerability Scanning: Entities can identify 
vulnerabilities and enable their remediation through 
persistent scanning of internet-accessible systems 
for weaknesses, configuration errors, and 
suboptimal security practices. 

Email vulnerability@cisa.dhs.gov
for more information and to sign up.

Newly enrolled entities typically see drastic decreases in exposed 
vulnerabilities within their first three months of scanning.
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US Senate Committee on Homeland Security…

§ In 2020, at least $692 million in cryptocurrency extorted as 
part of ransomware attacks 

§ Lack of comprehensive data on the amount of ransomware 
attacks and use of cryptocurrency as ransom payments in 
these attacks

§ Bitcoin — primary currency for ransom payment 
o Cryptocurrency enables criminals to extort huge sums 

from victims across diverse sectors with incredible speed
o Increasingly, cybercriminals demanding payment in 

Monero and Ethereum, likely due to the heightened 
anonymity

Cryptocurrency

13
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Cyber Insurance
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§ Cyber Insurance — coverage that can protect a 
business from losses caused by cyber attacks 

§ Demand and cost of cyber insurance  increasing 
rapidly

§ Market volatility leading to companies choosing 
to not cover various types of cyber attacks and 
charging high premiums for various industries

§ A Government Accountability Office report was 
released in June 2022 recommending Federal 
Insurance Office and CISA conduct a joint 
assessment
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National Cybersecurity Strategy
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The White House released the National Cybersecurity Strategy in March 
2023.  There are two main focuses of the strategy:
1. Rebalance the responsibility to defend cyberspace
2. Realign incentives to favor long-term investments

WHAT IS CISA’S ROLE IN THE STRATEGY?
• Remove Barriers to Threat Information Sharing Between Government 

and the Private Sector
• Modernizing and Implementing Stronger Cybersecurity Standards 

across the Federal Government
• Improve Software Supply Chain Security
• Establish a Cyber Safety Review Board
• Create Standardized Playbook for Responding to Cybersecurity 

Vulnerabilities and Incidents
• Improve Detection of Cybersecurity Incidents on Federal Government 

Networks
• Improve Investigative and Remediation Capabilities
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CIRCIA
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WHAT IS CIRCIA?
The Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) 
was signed by President Biden in March of 2022.

In accordance with CIRCIA, CISA will now undertake a rulemaking process to 
implement the statutory requirements. In the interim. CISA continues to 
encourage our stakeholders to voluntarily share information about cyber-
related events that could help mitigate current or emerging cybersecurity 
threats to critical infrastructure. 

WHAT TYPES OF ACTIVITY SHOULD YOU SHARE WITH CISA 
• Unauthorized access to your system
• Denial of Service (DOS) attacks that last more than 12 hours
• Malicious code on your systems, including variants if known
• Targeted and repeated scans against services on your systems
• Repeated attempts to gain unauthorized access to your system
• Email or mobile messages associated with phishing attempts or successes 
• Ransomware against Critical Infrastructure, include variant and ransom 

details if known
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§ The Infrastructure Investment and Jobs Act amended the Homeland Security Act and 
appropriated $1 Billion for SLTT cybersecurity grants over 4 years (Fiscal Year 2022 –
2025)
§ First-of-its-kind grant program for SLTT cybersecurity, with CISA and FEMA jointly managing

§ Eligibility:
§ Eligible entities are states and territories’ State Administrative Agency (SAA) with subawards to local 

entities 
§ Multi-entity grants can be made to groups of eligible entities with additional incentives

§ Funding:
§ Formula-based with states/territories receiving a baseline allocation plus population-based allocation

§ 80% of funds pass through to local entities
§ 25% of total state/territory allocation must go to rural communities
§ Increasing state, local, tribal, and territorial (SLTT) cost share requirement over time

State and Local Cybersecurity Grant Program

17
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§ Program Status:
§ Applications: 54 of the 56 eligible states and territories applied.
§ Cybersecurity Plans/Planning Committees: Within those 54 applications, 13 Cybersecurity Plans 

have been submitted, 11 have been approved and 2 are currently under review.
§ FEMA is conducting detailed budget reviews for the approved plans and will release fundings holds as 

completed. 

§ Overall Award Picture: FEMA completed all Fiscal Year 2022 State and Local Cybersecurity Grant 
Program award notifications before December 31, 2022.

§ Next Steps: 
§ Cybersecurity Plans: Entities that have not yet completed a Cybersecurity Plan or need additional 

assistance should contact CISA Regional Staff.
§ Cybersecurity Plans must be submitted to CISA and FEMA by September 30, 2023.

§ FY23 NOFO: CISA and FEMA anticipate a release date of mid-2023 with a process similar to FY22.

Program Status and Next Steps 
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For more information:
www.cisa.gov

Questions?
Email: Richard.Tenney@cisa.dhs.gov

Phone: 202-422-2668
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BACKUP SLIDES
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REMCDP/O-RAP

22

Purpose
Through demonstration projects with up to two 
public and state-controlled institutions of higher 
education, REMCDP’s goal is to examine 
communications barriers and identify solutions that 
enhance existing emergency communications 
infrastructure to improve the delivery of rural 
medical care and address NECP implementation 
gaps. 

Dedicated assistance to local and tribal rural 
communities to improve emergency medical 
communications.
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Nation-State Affiliated APT Groups
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Designator Examples of Malware Targets and Victims

APT 41
China

• Red Apollo
• MenuPass
• Stone Panda

• More than 45 companies in at least a dozen states, managed service providers, and U.S. government agencies
• 8 states’ networks attacked, early 2022 
• Downstream businesses in at least 12 countries 
• $20 million in US Covid relief benefits, including small business administration loans and unemployment 

insurance funds in over a dozen states

APT 40
China

• MUDCARP
• Kryptonite Panda
• Gadolinium
• Leviathan

• Trade secrets, intellectual property, and other high value information: aviation, defense, education, government, 
health care, biopharmaceutical, maritime transport

• US COVID Relief Funds

APT 28
Russia

• Pawn Storm
• Fancy Bear
• Strontium

• Democratic National Convention
• 2016 Presidential Election
• ViaSat Satellite Network

APT 29
Russia

• Cozy Bear
• Nobelium
• Dark Halo
• NobleBaron

• Government – Phishing attacks on diplomats 
• Technology - SolarWinds
• Telecommunications

APT 35
Iran

• Charming Kitten
• Cobalt Illusion
• Phosphorous
• Newscaster
• TA453

• Groups in political opposition to Iran’s Islamic Revolutionary Guard Corps
• Academic and educational  institutions and individuals in the U.S, France, and the Middle East
• Extensive use of Log4J and Microsoft Exchange Server vulnerabilities

APT 38
North Korea

• Lazarus
• Reaper

• 2022 Ronin Bridge - $600 million
• 2016 Bank of Bangladesh - $81 million
• Other banks, financial institutions, casinos, cryptocurrency exchanges, SWIFT system endpoints, and ATMs in 

at least 38 countries worldwide
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§ President Biden launched the Rural Partners Network (RPN) and 
assigned 13 agencies, led by the U.S Department of Agriculture, 
to transform the way federal agencies partner with rural places to 
create economic opportunity.

§ There is a two pronged approach:
1. Depth strategy, placing new federal staff in selected 
communities to provide intensive, whole-of-government, place-
based technical assistance.
2. Breadth strategy, deploying multiple capacity-building tools 
and resources that the federal government makes available to 
all rural places, not just selected communities.

Rural Partners Network

24
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§ Section 5 FY21 Key Findings
§ 5 agencies submitted appropriated funding to 16 programs 

totaling $59.7 billion
§ 10 agencies submitted obligated funding to 34 programs totaling 

$8 billion
§ 9 agencies submitted outlayed funding data for 37 programs 

totaling $6.7 billion

§ Funding to states and tribal
§ Total Funding to top state:

§ California – $563.5 million

§ Total funding to tribes - $32.3 million
§ Digital Inclusion or Adoption - $1.8 million
§ Infrastructure - $27.6 million
§ Planning, Data, or Mapping - $2.8 million

Rural Broadband and NTIA
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§ Infrastructure Investment and Jobs Act amended the Homeland Security Act:
o Appropriated $1B for SLTT cybersecurity grants, FYs 2022 – 2025

• Known as State and Local Cybersecurity Grant Program (SLCGP)
o First-of-its-kind grant program for SLTT cybersecurity

• Managed jointly by CISA and FEMA 
o Year 1 requires establishment of a Statewide Cybersecurity Planning Committee and the development of a 

Statewide Cybersecurity Plan

§ Eligibility and Funding:
o Eligible entities are states and territories’ State Administrative Agency (SAA) with subawards to local 

government entities 
o Formula-based with states/territories receiving a baseline allocation plus population-based allocation

• 80% of funds pass through to local government entities
• 25% of total state/territory allocation must go to rural government entities

o FY 22 SLCGP awards have been made and Cybersecurity Plans are currently under review or awaiting 
submission.

o FY 23 NOFO is under development with an anticipated Summer 2023 release date.

State / Local Cybersecurity Grant program
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